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abstract

With the continuous development of Internet technology, all kinds of enterprises,
schools have set up their own park network, people's work and life is more and more
inseparable from the network, but the resulting network security problem is becoming
more and more serious, formed an excellent performance and safe and stable park
network, has become an important problem of the current network construction.
Based on the principles of stability, security and easy maintenance, this project
designs a network of medium and large industrial parks, and the simulation
implements it in a GNS simulator. In the design process, the construction of the park
network and the security protection are comprehensively analyzed, and the idea of
"modular and hierarchical" is adopted for the network planning. First, according to the
three-layer network architecture, VLAN, MSTP, VRRP, link aggregation and other
technologies are comprehensively used to realize the basic internal network
communication; and then use ACL, firewall and other technologies to ensure the
security of the internal network. The project finally completed the deployment and
parameter configuration of all network equipment, and basically realized the basic
functions of network communication, security and management. Through the test, the
designed park network can meet the network needs of different business systems, and
also has a certain guarantee for the network information security.

Keywords: Park network; network planning; network security
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