
 

 

Each UCS system component can store 2 images (each with a different version). This can be 
useful for “staging” an upgrading where the first stage involves installing the new version 
(which can be done without service interruption) and the second stage involves activating the 
new version (which requires a component reboot). 

Bootloader 
The bootloader is a small program that is used to select the appropriate image to boot at 
startup. The bootloader is not upgradable via the UCSM interface. 

System 
The system version is the name of the image that is currently booted and running right now. 

Backup 
The backup version is the name of the other image (i.e. the hat is not currently booted 
and running right now). 

Startup 
The startup version is the name of the image that the bootloader will load the next time this 
component boots. 
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Image Versions 

 
 Bootloader 

– used to select the appropriate bootimage 

 System 
– image that is currently booted and running 

 Backup 

 Startup 
– image that the bootloader will load the next time 

system boots 
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Ignoring compatibility checks 
When performing an upgrade of a UCS system component, the UCSM software will 
attempt to determine if this new version is compatible with the version of UCSM 
running. If UCSM determines it is ompatible, then the upgrade will abort. You can 
instruct the upgrade process to ignore the result of this compatibility check to “ ” 
the upgrade. 

Resetting on activation 
When performing an upgrade of a UCS system component, recall that there are 2 
images stored for each component (the startup version and the backup version). You 
have the choice of either staging the activation to a later time (at which point you can 
reboot that component for the startup version to take effect) OR you can reboot the 
component now (at the time you activate the image). The default is to reboot now 
when activating. Make sure you understand what resources may be unavailable while 
the component you are upgrading is rebooting. 
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Activation Parameters 

 
 Ignoring compatibility checks 
– Failed compatibility checks will abort activation 

– Ignoring amounts to a “ ” of the activation 

 System keeps a startup and backup image 

 Resetting on activation 
– Choice of rebooting component now or later 

– Know which resources will be unavailable during reboot 
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To begin to manage and view current firmware on the UCS system you can select 
“Equipment” from the Nav Pane, and then in the Content Pane select the “Firmware 
Management” tab. This view will dis y all the current firmware for all the components 
in the UCS system. If you wish to see only the firmware for a given component you 
can select that object in the Nav Pane and it will have a tab in the Content Pane 
labeled “Installed Firmware”. 

In this view you see that components have the following versions: 

• Running Version – The version currently running. 
• Startup Version – The version that will load at the next restart of the object. 
• Backup Version – The version loaded on the object that you can switch over too, this 
requires an activation to make the switch. 

You will also see the following statuses: 

• Update status – Status of an update process, this is changing the backup version. 
• Activate status – Status of an activate process, this is switching between the backup 
and startup/running versions. 
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Managing Firmware 
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Next to the “Firmware Management” tab is a tab labeled “Download Tasks”. By 
selecting this you can see current download tasks, or create new ones. Just below the 
tab for “Download Tasks” there is a “Download Firmware” button that will bring up a 
pop up to create a download task. 

Depending on the protocol and user that you use for the download, the remote path 
will differ. For example, if using FTP or TFTP, then use the path that is relative to the 
directory that server is configured to server (e.g /tftpboot or /pub). If using FTP, SFTP, 
or SCP, all of which require a user name and password, then make sure that the 
credentials you provide are valid on the file server. Also depending on the protocol, 
some of the fields in the above form may not appear. For example, you will not be 
prompted for a user and password when using TFTP. 

While downloading, UCSM will put a copy of the image in the /bootflash/tmp directory. 
Once the download is complete, UCSM will put the image under the 
/bootflash/installable directory and crea inks under the /bootflash/distributable 
directory. UCSM creates a ‘*.hdr’ file along with each installable image. Without the 
‘*.hdr’ file, you cannot install an image through the UCSM interface. In other words, 
you cannot simply use UNIX commands to ce the image in the appropriate 
directory and expect UCSM to be able to install that image. 
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Downloading Images in the GUI 
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On the file server: 
When using the SCP protocol to download images, use the absolute path from the root 
directory to the image name in the download command. If you ‘cd’ into the image 
directory and run the ‘pwd’ command and ‘ls’ command (as shown in the slide) you can 
obtain all the information you need. 

From the UCSM CLI: 
When running the download command, be careful not to make typos. It is hard to 
distinguish download failures between wrong command syntax, wrong path and file 
names, and wrong user credentials. You can repeat the ‘show downloader’ command 
until the state of the downloader is “downloaded”. Once downloaded, use the ‘show 
image’ command to verify that you can install the images. Then you can proceed to 
upgrade images from within the bundle to the UCS system components. The bundle is 
approxima y 275MB large, so depending on th work traffic and capacity of your 
file server, the time to download may vary a lot. If the download fails, you must delete 
that downloader before retrying the same download again, as shown in the slide. 
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Downloading Images from the CLI 
- Using the SCP protocol - 

 
 
 

Bundle location on 
the file server 

 
 
 
 

Download 
command 
syntax at 
UCSM CLI 
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A UCS system image bundle ludes the following images: 

• Kickstart, management, and system images for the switch 
• A BMC image 
• A CMC image 
• Two images for the menlo adapter: emulex and qlogic 
• A palo image 
•  A BIOS image 
• An LSI image 
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Dis ying Installable Images at the CLI 
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